

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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SplunkScriplets


Various Splunk related scripts, tricks and notes .. All in ONE Place




Directory Structure

├── devOps
│   ├── SplunkEnterprise
│   └── SplunkUF
├── sampleData
├── splunk_tips
│   ├── answers
│   ├── api
│   ├── apps
│   ├── configs
│   ├── dashboards
│   ├── others
│   └── searches
└── thirdparty
    ├── ansible
    ├── curl
    ├── dataCapture
    ├── disk
    ├── docker
    ├── linux
    ├── network
    ├── openldap
    ├── pandoc
    ├── perl
    ├── powershell
    ├── preChecks
    ├── python
    ├── quest
    ├── regexes
    ├── rsyslog
    ├── shell
    ├── snmp
    ├── standards
    └── vagrant






What does each Directory include


	devOps => Splunk and Universal Forwarder installation Scripts


	thirdPary => ThirdParty Scripts like python, shell scripts, connectivity tests etc.


	splunk_tips => UI development snippets, Tricky searches which can be re-used, Any rare errors which people have noted and workarounds, Some key configs like rsyslogd, serverclass.conf, authentication.conf etc.






TO DO


	Create a good repository to put notes related to Splunk and its automation








          

      

      

    

  

    
      
          
            
  ####### ————————————————–


Instructions - Splunk DevOps Management

####### ————————————————–


Summary of Devops Activities


	Install Splunk Enterprise


	Install Splunk Forwarders


	Generate code for Splunk-apps automatically for environment


	Deploy Splunk-apps for environment




#######————————————————–



Pre-reqs for installation

#######————————————————–


	root access


	SVN or source-code repo


	Splunk Enterprise installable


	Splunk Forwarder installable


	Port connectivity (see below)


	code templating tools (Sample uses pystache with {{variable}} notation )




#######————————————————–



Splunk Ports requirement

#######————————————————–


Splunk Enterprise Ports requirement


	8000: Splunk WebPort


	8089: Splunk management Port


	514 : TCP : If using syslog or tcp Input


	8065: AppServer Port


	9997: Splunk forwarder Indexer port


	8191: Splunk CRUD activities for KV Store # Nice to have






Splunk Forwarder Ports requirement


	8089: Splunk Forwarder management Port






Splunk Forwarder <-> Splunk Enterprise


	Splunk Enterprise should be able to connect to 8089 of Forwarders


	Splunk Forwarder should be able to connect to 8089 and 9997 of masters




#######————————————————–




Splunk Enterprise Install

#######————————————————–
Installation consists of ** (1) Infrastructure (2) Apps **



Infrastructure


	./splunkEnterpriseInstall.sh  # (as root)


	Splunk auto-boot (init.d) files will be also copied


	Splunk upgrade also in-built with this






Apps


	python codeGenerator.py sourceDir configFile environment


	eg:
python codeGenerator.py /DATA/devops/svn/splunkForwader/ /DATA/devops/svn/configs/splunk.apps.config PROD


	apps will be created in /tmp/workspace.YYYYmmddHHMMSS directory


	Replace the apps in $SPLUNK_HOME/etc/apps/ by above


	SPLUNK & DevOps Team should manage contents in svn directory




#######————————————————–



Splunk Forwarder Install

#######————————————————–



Infrastructure


	Edit deployment Server within the script (or automate it)


	./splunkForwarderInstall.sh  # (as root)


	Splunk auto-boot (init.d) files will be also copied






Apps


	Apps would be automatically deployed from parent deployment Server




#######————————————————–



End of Document

#######————————————————–





          

      

      

    

  

    
      
          
            
  | Ability | estreamer | syslog | Better Option? |
| ————- | ————- | ————- | ————- |
| Data transfer Method | estreamer addon pulls data | Data is pushed to syslog server | syslog |
| Splunk tier/hardware requirements | heavy forwarder or collection layer requried | Can use existing syslog location | syslog |
| Data quality | Multiple datasets can be fetched | Limited datasets only | estreamer |
| Commercial Support | estreamer is NOT splunk official addon. So support has to be handled by Splunk admin or officially bought from Cisco TAC | Data is pushed, so no real issues | syslog |
| Splunk Upgrade comptability | At mercy of estreamer developer or on admin | No such issues | syslog |
| CIM and datamodels | Plenty of security data. Malware, authentication, User activity, Intrusion etc available | Minimal data for auditing, authentication | estreamer |
| Collection interval | Since it is polling, it is done in intervals. | Real-time data | syslog |
| Complexity of Implementation | Few installations and configurations required. Separate python/perl required. | Minimal installation as it is just collection | syslog |
| Certificates | Separate certificates needs to be generated & maintained and co-ordinated with your Network support team. This needs to be loaded alongside | Use the existing colleciton mechanism | syslog |
| Additional OS modules & footprint | Old estreamer required perl modules. New one may require seperate python installation (Not 100% sure) | No separate modules required | syslog |
| Data volume & splunk license | Extended data and sourcetypes | Less data due to minimal dataset | NA |



          

      

      

    

  

    
      
          
            
  
	Following 4V’s of Big Data Volume, Variety, Velocity, Veracity # Uncertainity





Preparation


	Identify and research about sourcetype and data


	Check for pre-existing Splunk supported Technology Add-on


	Desired output from end-users


	How much data would be coming? How it will come Streaming/Forwarder/syslog etc


	Naming standards for objects.


	Integration required (like AD)


	Deployment server and clustering considerations






Index-time & Search-time Consideration


	Timestamp,sourcetype,line-breaks etc


	Transforms required? (eg Credit card masking)


	Field mapping


	Check if the knowledge objects already done (Knowledge endpoint descriptions)


	Stick to CIM mapping


	Data model creation (customised)






Platform scalability and deployment


	Extra Splunk infrastructure required?


	License considerations


	Validating connectivity, firewall, Disaster recovery


	Users, roles, AD integration






Validation


	Event breaking, timestamp, host, source and sourcetype


	Data Model, tags, eventtypes


	User Permission/roles







          

      

      

    

  

    
      
          
            
  StackTrace Regex sample

2013-02-28 09:57:56,668 ERROR SomeCallLogger - ESS10005 Cpc portalservices: Exception caught while writing log messege to MEA Call:  {}
java.sql.SQLSyntaxErrorException: ORA-00942: table or view does not exist

	at oracle.jdbc.driver.T4CTTIoer.processError(T4CTTIoer.java:445)
	at oracle.jdbc.driver.T4CTTIoer.processError(T4CTTIoer.java:396)





GROK

\A%{TIMESTAMP_ISO8601:timestamp}\s+%{LOGLEVEL:loglevel}\s+(?<logger>(?:[a-zA-Z0-9-]+\.)*[A-Za-z0-9$]+)\s+(-\s+)?(?=(?<msgnr>[A-Z]+[0-9]{4,5}))*%{DATA:message}({({[^}]+},?\s*)*})?\s*$(?<stacktrace>(?m:.*))?







          

      

      

    

  

    
      
          
            
  
stats,eventstats,streamstats

Like eventstats, streamstats aggregates the statistics to the original data, so all of the original data is accessible for further calculations. If time is involved better to use streamstats




          

      

      

    

  

    
      
          
            
  
Enterprise Deploy - Things to Remember


	Index locations


	Rules - Install or Uninstall rules


	Deployment Server - serverclass.conf


	Secure Splunk - Certificates, SSL, Fowarder SSL etc..


	Search Head Clustering reqd?


	Base_SI


	outputs.conf - needs to send to other locations


	inputs.conf - main forwarder input


	server.conf - [license] master_uri with port






	Base_SH


	web.conf - Front page notifications, ports


	authentication.conf - LDAP/AD integration






	Base_SHARE  (100% sharable KIs)


	transforms.conf - Sharable lookups


	










          

      

      

    

  

    
      
          
            
  https://community.splunk.com/t5/Archive/generate-dummy-data-eventgen/m-p/454849

https://splunkbase.splunk.com/app/1924/


Copy ONLY relevant parts to a temporary location

tempLocation="/tmp"
cp -r SA-Eventgen/lib/splunk_eventgen ${tempLocation}
cp -r SA-Eventgen/lib/markupsafe ${tempLocation}/splunk_eventgen/lib/
cp -r SA-Eventgen/lib/jinja2 ${tempLocation}/splunk_eventgen/lib/





cp ${tempLocation}/splunk_eventgen/README/eventgen.conf.tutorial1 ${tempLocation}/splunk_eventgen/README/mytest.tutorial





cd ${tempLocation}/splunk_eventgen 
/opt/splunk/bin/splunk cmd python __main_.py generate README/mytest.tutorial








          

      

      

    

  

    
      
          
            
  https://kafka.js.org/docs/running-kafka-in-development

version: '2'
services:
  zookeeper:
    image: wurstmeister/zookeeper:latest
    ports:
      - "2181:2181"
  kafka:
    image: wurstmeister/kafka:2.11-1.1.1
    ports:
      - "9092:9092"
    links:
      - zookeeper
    environment:
      KAFKA_ADVERTISED_HOST_NAME: ${HOST_IP}
      KAFKA_ZOOKEEPER_CONNECT: zookeeper:2181
      KAFKA_AUTO_CREATE_TOPICS_ENABLE: 'true'
      KAFKA_DELETE_TOPIC_ENABLE: 'true'
      KAFKA_CREATE_TOPICS: "topic-test:1:1"
    volumes:
      - /var/run/docker.sock:/var/run/docker.sock
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